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Setting the agendainresearch
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A sign in Moscow displays currency exchange rates. Unpredictable economic consequences followed Russia’s invasion of Ukraine in February.

Weak links infinance and supply
chains are easily weaponized

Henry Farrell & Abraham L. Newman

Russian sanctions highlight
how network analysisis
urgently needed to find and
protect vulnerable parts of
the global economy.

hen Russia invaded Ukraine on

24 February, nobody expected

that the United States, the Euro-

pean Union, the United Kingdom,

Japan, Canada and other nations

wouldisolate Russia from the global economy

in retaliation. Instead of limited and largely

symbolic sanctions, which were all Russia

faced when it annexed Crimea and occupied

eastern parts of Ukraine in 2014, this latest
response has had devastating ripple effects.

Key Russian banks have been denied access
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to the US dollar, foreign reserves and the
Society for Worldwide Interbank Financial Tele-
communication (SWIFT) messaging system,
which banks use torelay financial information
to each other. The United States and its allies
blocked the export of high-end semiconduc-
torsto Russia’stechnology and defence sectors,
aswellassoftware, oil-and gas-refining equip-
ment and other items. As one US law firm put
it, itisnowillegal to knowingly supply a tooth-
brush to acompany that occasionally helps to
repair Russian military equipment.
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Russia’s economy is reeling. The value of
Ukraine’s currency, the hryvnia, has been
knocked flat by the war. No one knows what
will unfold.

The biggest surprise is how this has been
done —byweaponizing the networks that bind
the global economy together. Financial and
supply networks have chokepoints, which pow-
erful states can use to punishindividuals, busi-
nesses and even nations. Some of these points
are known; many have yet to be identified.

There hasbeentoo little academic study of
these pressure points, however. Policymakers
lack the necessary data to make informed
decisions. Companies hold information
on supply chains close; governments and
the public don’t have an overview. Data on
financial and information networks and their
vulnerabilities are similarly patchy.

For decades, policymakers have assumed
that production and financial markets can
largely look after themselves, with some over-
sight by regulators. These assumptions are
poorly suited to a world in which hostile gov-
ernments can weaponize the weak pointsin
the global economy against their adversaries.

Data scientists, political scientists, econ-
omists and macrofinance scholars urgently
need to map these networks to discover the
points that pose the most threats and risks.
As afirst step, the United States has begun to
survey supply relationships. More detailed
knowledge would allow policymakers to
close vulnerabilities where possible, and to
mitigate them where it is not.

Some reforms, such as stress-testing banks
tosee whether they would survive unexpected
turbulence, were enacted after the global
financial crisis in 2007-09. These shored up
the global financial system by discouraging
risky speculation. But they are not enough to
defend against targeted attacks.

Policymakers need to think about macro-
financial risks'. Some analysts have predicted
that cutting Russian banks out of SWIFT might
trigger the kind of global systemic collapse
that nearly happened when Lehman Brothers,
a financial-services firm in New York City,
failed in 2008. They fear that Russian finan-
cial sanctions might destabilize payments
between counterparties, creating a crisis of
confidence that could feed on itself. Those
early predictions have been wrong so far. But
they highlight that there are uncertain con-
sequences of removing major elements of a
system whose deep workings and sources of
stability remain unmapped.

Networks as weapons

Globalizationhasledto extraordinary economic
efficiency. Money transfers happeninnanosec-
onds, not days or weeks. Global supply chains
allow hundreds of suppliersin dozens of coun-
triesto build complex products, suchas smart-
phones. Some supply chains are dominated by
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onecountry. Forinstance, Chinacontrols nearly
all stages of photovoltaics manufacturing.

These links make economies more inter-
dependent. Businesses in different countries
might rely on a single supplier for the sake of
efficiency —whichcreates risksif that supplier
fails. Aswar has spread across Ukraine, German
car factories havefallenidle because they can-
notobtainelectronic cabling systems, or ‘wire
harnesses’, produced by Ukrainian suppliers.

The global economy isn’t symmetric, an
open system of links that offers many alter-
native routes when one closes, as conventional
wisdom has supposed. It’s asymmetric: the
flows of trade and finance rely on arelatively
small number of hubs or nodes with many
connections>*. Control over those hubs allows
governmentsto deny adversaries access tokey
parts of global economic networks*.

For example, in 2019, when South Korean
courtsfoundJapan potentially liable for forced
labour during the Second World War, Japan
threatened the South Korean electronicsindus-
try. Companies such as Samsung, based in
Suwon-si, South Korea, relied on chemicals and
components, including fluorinated polyimide
and photoresists, to make their products. This
made them vulnerable to pressure fromJapan,
which produced 90% of these precursors.

“There are uncertain
consequences of removing
elements of asystemwhose
workings are unmapped.”

Afew nations or companies have dispropor-
tionate sway over areas of finance and trade.
For example, SWIFT is based in the EU, but is
run by banks that rely on the US financial sys-
tem. Transactions between non-US parties
oftenrely on US dollars, which means that they
have tobe cleared through a small number of
US-regulated financial institutions. And Sili-
con Valley in California controls much of the
world’sadvanced technology and computing.

Targeted attacks against chokepoints can
quickly disrupt the entire network. In 2012,
the United States and the EU cutIran out of the
global financial system by denying its banks
accesstodollar clearingand SWIFT. Iraniancom-
panies found it hard to get paid for oil, leading
to adramatic fall in exports. Complicated bar-
ter arrangements emerged: oil was exchanged
for tea, zips and bricks. The impacts can reach
farther than those from general shocks, such
assupply-chaindisruptions from the COVID-19
pandemic. Now, the US denial of some Russian
banks’accesstothe dollar effectively cuts them
out of the global financial system.

Other nations could be brought into line.
The United States also controls crucial intellec-
tual property and design software for semicon-
ductors. Fearing loss of access, non-US-based
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semiconductor manufacturers, including
the Taiwan Semiconductor Manufacturing
Company in Hsinchu, are complying with
the US ban on exports to Russia. China-based
manufacturers, such as the Semiconductor
Manufacturing International Corporation in
Shanghai, will face the threat of sanctions if
they do not also cooperate.

Hidden weaknesses

Governments and firms need to prepare for
disruptions fromintentional, rather thanran-
dom, shocks. And the fallout is hard to foresee.

Some vulnerabilities are well known. For
example, China dominates the mining and
refining of rare-earth elements, suchas cerium
and yttrium, used in many items, from mobile
phonestowind turbines. In2010, China halted
shipments of rare-earth elements to Japan
after a dispute over a captured fishing vessel
— prompting fears that it could use its domi-
nance in this market as a tool of coercion or
retaliation. Since 2010, China’s share of rare-
earth production has dwindled from a near
monopoly to slightly less than 60% of the
global market, although it still has a central
role in processing these elements.

Similarly, many cars, phones and watches
rely on the US GPS to determine their geo-
graphical location. GPS has military origins
and is subject to federal control — leading
Russia, Chinaand the EUto develop their own
competing satellite positioning systems, at a
cost of billions of dollars.

Other vulnerabilities are more obscure.
Only businesses themselves know what their
supply chains actually look like, and even
their knowledge is imperfect. They often
know their first-tier suppliers (those they have
directrelationships with), and mightknow their
second-tier suppliers (those onwhomtheir first-
tier suppliersrely). After that, things get murky.

More weak links might be discovered only
when another war, disaster or pandemic hap-
hazardlyrevealsthem. Before the COVID-19 pan-
demic, few people noticed or cared thatasingle
Germanmanufacturer produces roughly 75% of
the machines for processing the fabrics that
high-quality medical masks require, for exam-
ple. Vaccine manufacturing is dominated by a
small club of mostly rich countries. Although
notexplicitly weaponized, this concentration of
production power hasbroughtrich countries to
the front of the line for messenger-RNA-based
COVID-19 vaccines while poorer countries still
wait for adequate supplies.

Dark money

Key aspects of the global financial system
resist understanding as well as regulation. The
amount of money hidden in tax havens is pos-
sible to measure only indirectly®, and offshore
dollarsare hardtoassess or control. ‘Dark pools’,
in which large volumes of complex financial
instrumentsaretraded, are opaquetooutsiders.
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A worker walks beside a gas pipeline near St Petersburg, Russia.

With so little to go on, impacts are difficult
to predict. Even limited efforts to weaponize
global networks can have big unanticipated
consequences. Forexample, in2018, the United
States ‘designated’ Russian oligarch Oleg Der-
ipaska and his companies — meaning US busi-
nesses were prohibited from having dealings
with them, and businesses outside the United
States could not facilitate their transactions.
This put the customers and suppliers of enor-
mous conglomerates, such as the aluminium
processor United Company Rusal, based in Mos-
cow, inlegaljeopardy. It soonbecameclear that
designating Rusal might devastate European
car manufacturers and other businesses. The
United States effectively wound down some of
thesanctions by requiring Rusaland other com-
paniesto decrease Deripaska’s ownership stake.

Domino effects

As powerful governments take advantage of
chokepoints, they risk escalation, disruption
and retaliation. The war in Ukraine is already
affecting food markets. Ukraine and Russia
together account for about 30% of global
wheat production. Ukraine is amajor exporter
of barley and maize (corn) and produces nearly
50% of the world’s sunflower oil by volume.
Between them, Russia and Belarus produce
roughly 31% of global potash — akey ingredient
of fertilizer. Fertilizer shortages risk exacer-
bating food shortages and human suffering.
Russiahas countered that it mightitselfblock
exports of nickel and stop gas flows to Western
Europe. It has imposed its own (largely sym-
bolic) financial sanctions against US officials.
Such measures could backfire in the medium

term. Russianeedstoearnhard currency from
exports; many of its products can be bought
elsewhere. Even so, substantial economic dis-
ruptionislikely tohappeninthe next few years.

Russian retaliation might giverisetoavicious
spiral of counter retaliation. Debates on nuclear
war and cybersecurity conflicts focus on
whether ashared understanding of a‘ladder of
escalation’, from less to more extreme uses, can
lower risks®. No common picture of weaponized
economic networks exists.

It is possible that the strong network of
countries in the North Atlantic Treaty Organ-
ization and their allies will deter countermeas-
ures. Equally, targeted countries might consider
other ways to retaliate. Between the First and
Second World Wars, fears of economic sanc-
tions helped to spur Nazi Germany to grab ter-
ritory toinsulate itself from external pressure’.
After the United States isolated Iran from the
global financial system in 2018, Iran allegedly
attacked shippinginthe Strait of Hormuz, ageo-
graphical chokepoint for global energy flows.

Economic coercion and the economic fall-
outfrommilitary coercion could wreak havoc
inaglobally interconnected world and might
make it difficult or impossible for govern-
ments to work together to tackle international
problems, such as climate change, pandemics
and global health.

Next steps

Addressing weaponized networks requires
the collaboration of researchersindisciplines
across the natural and social sciences.

The first step is to map the networks that
bind the world. US President Joe Biden’s
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administration has already identified the lack of
supply-chaindataas anurgent policy priority. It
isnotyet clear whether Congress will provide
sufficient funding to addressit. Other govern-
ments, too, must gather data and consider how
tominimize the security risks of sharing them.
Preliminary mapping exercises in the United
States and Europe highlight broad areas of
dependency, including battery production.

Researchers should probe networks for vul-
nerabilities. Algorithms for network analysis
can identify bottlenecks®. Economic models
can test networks’ robustness to external
shocks or attacks’. A qualitative understand-
ing must be built, including of alliances and
the politics of global finance. Dependencies
between networks require study. For exam-
ple,although oil markets are relatively robust
(because one source of oil can reasonably be
substituted for another), oil shipping depends
on financial networks™ and shipping insur-
ance, both of which have chokepoints.

Policymakers must assess how best to
mitigate vulnerabilities before they are
exploited. Strategies will depend on specifics.
Substitutes and alternative suppliers might
be found, as has happened for rare-earth ele-
ments. Some nations, including the United
States and Australia, are beginning to accept
the environmental consequences of mining
and processing rare-earth elements to under-
mine China’s dominance.

Governments might subsidize domestic
suppliers, as South Korea did. This could be
more difficult than it looks. Supply relation-
ships are complex, and businesses might
still prefer to work with established part-
ners. South Korea has found it challenging
to reduce its dependence on Japanese mate-
rials for electronics. In the United States and
the EU, domestic political stand-offs make it
hardto agree onwhether toboost renewables,
frack for gas and oil or expand nuclear energy.
Understanding the consequences of achanged
security situation for the energy transitionand
climate change following Russia’sinvasionis a
major research and policy challenge.

Where possible, arrangements between like-
minded governments might underpin supply
relationships. The EU and the United States
areincreasing cooperationinthe production
of advanced technologies, and other coun-
triescould look tojointhem.If cooperationis
impossible, materials scientists and engineers
will have to find substitutes for key inputs.

Sometimes, the vulnerabilities are ine-
radicable. China depends on foreign manu-
facturing facilities, or ‘fabs’, to manufacture
advanced semiconductors. Despite hefty
industrial subsidies, it has failed to catch up
with cutting-edge techniques and processes.
Addressing such vulnerabilities will involve
difficult — and political — trade-offs between
economic progress and national security.

Shoring up financial networks will be even
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harder. The SWIFT system and dollar-clearing
networks were created during the cold war.
Forbetter or worse, few paid attentionto their
strategic implications. Countries that do not
like the currently dominant networks will find
ithard to create attractive alternatives under
conditions of distrust. They might devise
workarounds. For example, Iran built a clan-
destine financial micro-systemtoshelter itself
fromthe US sanctions regime. Russiais trying
tomove away from transactionsin US dollars.
Some economists argue that India might try
to maintain its neutrality and become a safe
haven for politically risky financial assets.

A key question researchers need to ask is:
under which circumstances might the net-
work structures that the United States and
the EU have weaponized start to unravel, to
bereplaced by alternative networks oramore
fragmented global economy?

Answers will require exploring the hinter-
lands between economics, political science
and macrofinancial history, as well as network
science, complexity research, geography,
materials science and other disciplines. Social
scientists need to build integrated models to
understand the interactions between these
economic and political strategic decisions,
and to gather data to test and refine.

The actions against Russia will accelerate
the weaponization of global economic net-
works as countries look to exploit others’
vulnerabilities, secure themselves or both.
Understanding and mitigating these security
risksrequires forging links among researchers.
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Unclear units

stymiescience

Robert Hanisch, Stuart Chalk, Romain Coulon, Simon Cox, Steven Emmerson,
Francisco Javier Flamenco Sandoval, Alistair Forbes, Jeremy Frey, Blair Hall,
Richard Hartshorn, Pascal Heus, Simon Hodson, Kazumoto Hosaka, Daniel
Hutzschenreuter, Chu-Shik Kang, Susanne Picard & Ryan White

Here’s how to make
measurements clear and
machine-readable.

n1999, when NASA’s Mars Climate Orbiter

missed its intended orbit and burned up

in the Martian atmosphere, the media

had a heyday over the reason: one team

had used metric units in its thrust calcu-
lations, another, imperial. The navigation
software that exchanged this information
lacked a built-in process to check units. So
when one team'’s software produced data
in imperial units rather than the expected
metric ones, the spacecraft was set on the
wrong trajectory. The result was the loss of
five years of effort and hundreds of millions
of taxpayers’ dollars.

Two decades on, such problems persist.
Researchers across fields often assume that
their colleagues understand details without
specifying them, and are therefore remiss
when documenting units. Sometimes they
leave them out entirely, provide ones that
have multiple definitions or use units of
convenience that have never been formally
recognized.

Humans struggle tointerpret numbers with
sloppy or missing units, and it is much more
difficult when computers are involved. Most
software packages, data-management tools
and programming languages lack built-in
support for associating units with numeric
data (with the exception of the language F#).
This means that information is essentially
stored and managed as ‘unitless’ values. Dis-
ciplinesincluding bioscience and aerospace
engineering have adopted conventions for
unitrepresentation, such as the Unified Code
for Units of Measure (UCUM) and the Quan-
tities, Units, Dimensions, and Types (QUDT)
Ontology. But there are no broadly agreed
technical specifications for how to represent
quantities and their associated units without
confusing machines.

There have been many calls in recent
years to make data sets FAIR (Findable,
Accessible, Interoperable and Reusable;
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see www.go-fair.org/fair-principles), and
to ensure that open data abide by the 5-star
deployment scheme suggested by World
Wide Web inventor Tim Berners-Lee, which
aims to make them findable, free and struc-
tured (see https://5stardata.info/en). Many
researchers are now committed to deposit-
ing data in free and open repositories with
appropriate metadata.

Chaos around units undermines these
efforts. Already, many scientists invest more
time in wrangling data than doing research.
Whendataare notinteroperable or machine
readable, researchers’ individual informatics
approaches are thwarted. The benefits of data
sharing shrink.

Unless we take steps to ensure that
measurement units are routinely docu-
mented for easy, unambiguous exchange
of data, information will be unusable or,
worse, be misinterpreted. All global chal-
lenges, from pandemics to climate change,
require high-quality data across multidisci-
plinary, international sources. Mistakes and
lost opportunities will cost humanity much
more than hundreds of millions of dollars for
asingle crashed spacecraft.

Weareagroup of scientists who are tackling
this challenge, with backgrounds in chemis-
try, computer science, metrology and more.
In 2018, the global collaboration CODATA
(Committee on Data of the International
Science Council) formed the Task Group on
Digital Representation of Units of Measure-
ment (DRUM). The goal of DRUM is to work
with international science unions under the
International Science Council to raise aware-
ness of units and quantitiesin digital formats
andto enable their communities to represent
them. In 2019, another group — the Interna-
tional Committee for Weights and Measures
(CIPM), anintergovernmental association —
formed the Digital International System of
Units (Digital SI). The Digital SIExpert Group
has goals that are complementary to those of
DRUM, focusing onworldwide agreed norms
for unit representationinthe metrology com-
munity. All authors of this Comment article
are members of one or both of these groups.

Now, afew yearsinto our mission, we need
the community’s help. We ask scientists,





