
Melissa Simone, a quantitative 
psychologist at the University of 
Minnesota in Minneapolis, uses surveys 
to study eating behaviours in people from 
sexual and gender minorities (LGBT+). 
In less than 24 hours of promoting one 
such survey on Twitter, she received 
386 responses. But in most cases there 
was nobody at the keyboard. Simone’s 
survey had been attacked by ‘bots’, 
automated online mischief-makers 
created by people who were probably 
targeting her survey for the US$15 reward 
she offered.

To Simone, bots are “like fake Twitter 
accounts”. The fact that they might be 
deployed to sabotage scientific studies, 
she says, is “mind-blowing”. She spent 
200–300 hours developing a battery of 
tests to ferret out the false responses, 
culling her data set to just 11. 

Simone shared her findings on Twitter 
in September 2019. In November, she 
relaunched her survey, this time recruiting 
participants directly rather than on 
social media. Nature asked her about her 
experience.

How did you know your survey had been 
attacked?
My survey had a lot of open-ended 
questions. As I was scrolling through the 
answers, I noticed a response that used 
Latin words. I thought, “Huh, that’s weird,” 
and kept scrolling. I saw that exact response 
again and again. That convinced me there 
was something wrong. 

How did you identify suspicious 
responses? 
We used ‘skip logic’ to personalize the 
surveys. If the user clicks “yes, I am 
transgender”, they should see questions 
about their experience as a trans person. But 
because bots are following the underlying 
code rather than the logic of the survey, 
they will click that they’re cisgender 
(someone who identifies with the gender 
they were assigned at birth), and still answer 
questions about holding a transgender 
identity. 

Bots were also able to skip questions 
that were required for all participants, 
and produce bundles of responses that 
were identical across all survey fields. 

Some bots started and stopped the study 
at the exact same time, amounting to 
488 questions answered in just 7 minutes. 
That’s basically impossible to achieve with 
real respondents. It’s pretty unlikely that 
this many people started the study at the 
exact same minute and finished it exactly 
7 minutes later. 

How can other researchers protect their 
own surveys?
First, never use a public survey link. Unique, 
personalized links can prevent people 
from using the same IP address to submit 
hundreds of responses. 

Second, use ‘honeypots’ — questions 
that no person should be able to see, which 
resemble ‘real’ questions. For instance, 
I added a question about marital status 
directly after one regarding relationship 
status, and then hid the marital-status 
question from human participants. A bot 
wouldn’t realize it should skip that question 
and would answer it instead. 

Include open-ended questions, because 
that’s a really good way to detect suspicious 
patterns. And continuously check your data 
throughout the lifetime of your survey. It 
used to be acceptable to check your data 
every couple of days to ensure its integrity. 
It’s evident from my experience that that’s 
not enough.

How has the survey relaunch gone? 
We’ve had some bumps along the way, 
but things are moving along quite well. 
We are no longer advertising our study 
through Twitter or on public pages. Instead, 
we recruit participants exclusively from 
college and university campuses, through 
queer-specific programmes and groups. 
We did run into a bit of a problem when 
one of our partners shared our study advert 
on Twitter. Minutes after posting we had 
about 100 false responses from bots. After 
they removed the post, the fake responses 
trickled in for a day or two before things 
returned to normal.
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This interview has been edited for length 
and clarity. For further tips, check out 
Simone’s Twitter thread: https://go.nature.
com/2wsybdk.
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preset range of ions and spectra, which cur-
rently are available only for N-linked glycans8.

Other groups have adapted Raman 
spectroscopy, a method that uses molecules’ 
vibrational spectra as signatures, to visualize 
glycans on cell surfaces. One study9 applied 
the method to living tissues, and identified 
glycosylation patterns that were unique to 
breast- and brain-cancer cells. “Most Raman 
studies so far have focused on simple model 
proteins, so to see it used on an actual biologi-
cal sample is really interesting,” says radiology 
researcher Sharon Pitteri at Stanford. 

Raman spectroscopy is “a good match” for 
the relatively abundant sugars found in biologi-
cal tissue, says Ewan Blanch, a physical chemist 
at RMIT University in Melbourne, Australia. But 
attempts to use it have been hampered by a lack 
of reference data. Technological advances are 
improving matters, Pitteri says. Historically, 
researchers had to cleave sugars from proteins 
and study glycans separately. Now, they can 
slice glycoproteins in different ways to study 
sugars in the context of protein fragments, 
then cleave the two apart to examine the sugar 
and protein individually. These tools are par-
ticularly helpful for O-glycans, she adds. 

Mainstream merging 
Researchers are also working to better 
integrate glycomics with wider biomedical 
research. Such connections can help to iden-
tify not just how glycans are altered in cancer, 
immune dysfunction or other diseases, but also 
why. “If you tell a cell biologist that his protein 
binds di-sialo-fucosyl-polyLacNAc, he knows 
nothing,” Clausen says. “But if you tell him 
that the protein glycosylation requires these 
four genes to be expressed, he can go back to 
genetics and manipulate that glycosylation.”

This step is also crucial for therapeutics, 
Mahal adds, because drug developers are “not 
likely to target the glycan, but the enzyme that 
makes it”.

Indeed, large-scale screens frequently impli-
cate glycan-processing enzymes in various 
processes and diseases, making it possible — 
and even necessary — for biologists to reckon 
with glycoscience. “When we take the bias out 
of biological inquiry, it often sends us back to 
glycoscience,” Bertozzi says. 

Jyoti Madhusoodanan is a science writer 
based in Portland, Oregon.
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