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Social-media posts spread false information about Democratic candidate Hilary Clinton during the 2016 US presidential election campaign.

CYBERSECURITY

Hacking the presidency

Alexander Klimburg lauds a study probing Russia’s impact on the 2016 US elections.

Obama mused in an interview with The
New Yorker magazine that he had prob-
ably been elected because his campaign had
begun before the old media order collapsed.
Communication scientist Kathleen Hall
Jamieson’s illuminating, timely Cyberwar is a
major step forward in trying to understand
the ‘new’ media order — and how open this
digital landscape is to malicious exploitation.
Jamieson's focus is Russian involvement in the
2016 presidential elections; her implicit con-
clusion is that, very probably, it had a major
role in Donald Trump’s surprise win.
Jamieson provides perhaps the first
authoritative collection and synthesis of the
copious amounts of open data surrounding
the 2016 attack. She draws on several pub-
lished US intelligence accounts, indictments,
media reports and a wealth of research in
communication studies to reveal Russia’s
part in Trump’s victory, and how much it
depended on the digital propagation of fan-
tasy narratives to mobilize or demobilize sup-
porters. Russian “discourse saboteurs” (trolls)
in St Petersburg “farms” and beyond were
able to do two things: exploit weaknesses in
social-media platforms, and count on coldly
cynical US fellow travellers willing to dis-
seminate false rumours. Unwittingly, the

l ate in 2016, then-US President Barack

mainstream media,
Jamieson reveals,
played a key part.

For Russia, Jamieson
shows, it was win—
win-win. If successful,
it would get a candi-
date it thought useful.
If not, it would have
seeded the idea that
Hillary Clinton had
rigged the election,
making it difficult for
her to govern. Either
way, through unre-
strained intervention,
Russia would advance
its overriding narrative
— that information
and speech are weap-
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Cyberwar: How
Russian Hackers
and Trolls Helped
Elect a President:
What We Don't,
Can’t,and Do
Know

Oxford University Press
(2018)

ons that need to be controlled.

In addition to her academic position at the
University of Pennsylvania in Philadelphia,
Jamieson is co-founder of FactCheck.org, a
non-partisan website and project of the uni-
versity’s Annenberg Public Policy Center. It
describes itself as a “consumer advocate’ for
voters that aims to reduce the level of decep-
tion and confusion in U.S. politics”. Cyber-

war is, appropriately, highly circumspect on
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what is known and not known about Russian
interference in this election.

The result is perhaps the clearest-cut
glimpse of what an information war looks
like. Ultimately, it helps to explain how
80,000 Facebook posts, 131,000 tweets and
1,000 YouTube videos created by at least
one group of Russian operatives might have
thrown the election. These activities, and
sharing by other users, reinforced each other.
In the end, the trolls reached more than 126
million Americans through Facebook alone.

Jamieson divides her analysis into four key
parts, reflecting the intentions of Russian
messages: priming, framing, agenda setting
and contagion. In nearly all cases, the trolls
were able only to amplify or build on the
system’s existing weakness.

The priming and framing of many elec-
tion themes preceded the campaign, and
were reinforced by troll activity. Clinton’s
characterization as a “dishonest” woman
was an established Republican framing, as
Jamieson shows. During the campaign, it
was constantly encouraged by casting Clin-
ton as a dissembler — for instance, over her
use of a private e-mail server, and in relation
to false rumours pumped out continuously
by trolls on social media, under assumed
names. These stories and memes were
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shared through trusted social connections
on Facebook, YouTube, Twitter and other
platforms, exploiting the “two-step flow” of
propagation, in which interpersonal rela-
tionships increase the traction of a message.

That flow also helped to set an agenda
in the mainstream media. Jamieson shows
how much news reportage was triggered by
uncritical tracking of Twitter and Facebook
memes. Finally, the contagion effect did much
to ensure that even attempts to dismiss the
more ludicrous conspiracy theories meant
that negative associations still clung to Clin-
ton. Facebook became a “contagion machine’,
Jamieson writes. Its algorithms quickly learnt
that the best way to retain users was to keep
them angry and afraid — responses that troll
messages were designed to elicit.

As Jamieson writes, the trolls aimed strate-
gically to direct attention to hot-button issues
such as illegal immigration or police brutal-
ity. Exploiting the two-step flow, the trolls
gained traction in niche groups by pretend-
ing to be extremists in both left-wing and
right-wing camps and sending out messages
ranging from exaggerations to complete fic-
tions. As Senator Mark Warner (Democrat,
Virginia) of the Senate Intelligence Com-
mittee recounts, these efforts were largely
directed at demobilizing possible Clinton
voters. Meanwhile, trolls tried repeatedly to
incite violence, attempting to organize at least
129 rallies on both left and right — some at
the same time and place, with the clear intent

that they should clash.

The media’s frames of choice prevented
the full implications from sinking in — for
instance, casting e-mails hacked from the
Democratic National Committee and pub-
lished in 2016 as ‘leaked correspondence’
And the media inadvertently aided coun-
ter-messaging that protected Trump from

bad press (such as

“Trolls aimed recordings of him

strategicallyto ~ SPaking lewdly
direct attention ~ WhiI® filming for
to hot-button the Access Holly-
issues such wood programme)
asillegal through the tim-

ing of reports, even
distracting from
US government
announcements that a Russian disinforma-
tion campaign was under way.

Cyberwar is all the more powerful for what
itis not. It is not a book of international poli-
tics or warfare. Its title is likely to displease
those who think it might inadvertently sup-
port those actors (such as Russia) who wish to
cast information warfare as ‘war’. It does not
attempt to portray the full landscape of this
new, cyber-enabled cold war. It describes only
part of the new conflict paradigm, which also
includes Russia’s preparations for ‘real, criti-
cal-infrastructure-crashing cyberwar, along
with the slow and steady erosion of the West-
ern alliance, democracies and international
law writ large — all in an attempt to fulfil a
zero-sum world view in which Russian great-
ness can be (re)achieved only by vanquishing

immigration.”
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the country’s implacable foes.

Indeed, Jamieson plays little heed to
accusations that the actual electoral system
— voting machines and voter registries —
might have been tampered with. She con-
cludes (rightfully, in my view) that if they
had been, the manipulation would probably
represent only a fraction of the votes ‘stolen’
through troll activity. In the end, Jamieson’s
final analysis is clear, if not explicit: Russian
trolls must have swung many more votes than
the 78,000 in 3 crucial states that constituted
Trump’s winning Electoral College margin.
Indeed, the reader is left with the distinct
impression that the number of affected votes
was probably orders of magnitude higher.

Cyberwar provides a convincing model
of how the old Soviet ‘active measures’ of
propaganda, honed throughout the twenti-
eth century, can be enacted with great effect
under the new media order. Most impor-
tantly, Jamieson specifies the roles of com-
plicit citizens and an unwitting media. By
showing that modern Western democracy
has a significant existential challenge, she has
set us on the path to help patch it — if only
we are able to move fast enough. m

Alexander Klimburg is a senior non-
resident fellow at the Atlantic Council

in Washington DC and an affiliate of

the Berkman Klein Center at Harvard
University in Cambridge, Massachusetts. He
is the author of The Darkening Web.
e-mail: alexklimburg@hcss.nl

How science fiction grew up

Rob Latham savours the convoluted tale of four men who reshaped the genre.

lec Nevala-Lee’s Astounding is a
Afascinating collective portrait of four
men who, together and apart, helped
to shape modern science fiction. They were
the legendary, irascible John W. Campbell
Jr, long-time editor of the magazine
Astounding Science Fiction (later Analog),
and three of his key writers. Isaac Asimov
and Robert A. Heinlein became giants of the
genre. L. Ron Hubbard, by contrast, was a
prolific purveyor of pulp fiction (and future
founder of the Church of Scientology).
Under Campbell’s editorship, Astounding
was transformed during the late 1930s and
1940s from a showcase for space-opera
schlock into a serious venue for futuristic
extrapolation, often written by professional
scientists such as Asimov, a biochemist,
and electronics engineer George O. Smith.
That era has become known as science fic-
tion’s golden age. Nevala-Lee — himself

a science-fiction writer — delivers a
compelling account of its hopeful rise and
ignominious fall.

Pivotal in this trajec-
tory was the massive,
lingering impact of
the Second World War
on the magazine and
its stable of authors,
several of whom were
drawn into military
research. Asimov,
Heinlein and fellow
Astounding regular  Astounding: John
L. Sprague de Camp W.Campbell, Isaac
tested war materials /l:\ISi_""IO‘_’v le)bRe"t A.
at the Philadelphia !'€!Mi€in, L.Ron
Navy Yards in Ple)nn- Hubbard, and the
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of California’s Division of War Research, led
a team of authors revising technical manu-
als for military use. He also joined Heinlein
and de Camp in brainstorming unconven-
tional responses to kamikaze attacks, such
as detecting approaching aeroplanes using
sound.

Despite knowing that publishing stories
treating potential new forms of military
technology would run afoul of the wartime
censors, the ever-obstinate Campbell did just
that in March 1944. Cleve Cartmill’s ‘Dead-
line’ depicted the invention of a nuclear
bomb using isotopes of uranium. Campbell, a
trained physicist who strongly suspected the
government was working on such a weapon,
fed technical details to Cartmill, who set the
tale on another planet. (Cartmill slyly called
the warring aliens Sixa and Seilla, Axis and
Allies spelt backwards.)

Unsurprisingly, the story drew the »
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